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Unit-wise Detailed Syllabus 
Unit Detailed Contents Andragogy Hours 

Unit I: Legal 

Framework for 

Cyber Space 

1. Introduction to Cyber Law  

2. Evolution of Cyber Laws in India  

3. Information Technology Act, 2000 – 

Objectives and Scope  

4. Digital Signatures & Electronic 

Governance  

5. Amendments in IT Act (2008)  

6. Cyber Offences under IT Act  

7. Adjudication and Appellate Tribunal 

Case law discussions, 

Legal interpretation 

exercises 

15 

Unit II: Cyber 

Crimes, 

Investigation & 

Compliance 

1. Classification of Cyber Crimes  

2. Cyber Terrorism and National 

Security  

3. Data Protection and Privacy Laws 

(Indian Context)  

4. Role of CERT-In and Cyber 

Regulatory Authorities  

5. Evidence in Cyber Crime Cases  

6. Legal Procedures in Digital Forensics  

7. International Cyber Laws – Overview 

Case study analysis, 

Legal scenario 

discussions 

15 

 
 

 

 
 

 

Learning Objectives 
1. To understand the legal framework governing cyberspace. 

2. To study provisions of the IT Act 2000 and amendments. 

3. To analyze different categories of cyber crimes. 

4. To understand legal procedures in cyber investigations. 

 

 

 

 

 

 



 

Course Outcomes (CO) 
CO No. Course Outcome Bloom’s Level 

CO1 Explain provisions of the IT Act 2000 Understand (L2) 

CO2 Classify various cyber offences Analyze (L4) 

CO3 Interpret legal procedures in cyber crime investigation Analyze (L4) 

CO4 Evaluate compliance and regulatory mechanisms Evaluate (L5) 

 

Suggested Readings 
Sr. No. Title Author / Source 

1 Cyber Law in India Pavan Duggal 

2 Information Technology Act 2000 (Bare Act) Government of India 

3 Cyber Crimes and Law Aparna Viswanathan 

4 CERT-In Guidelines Government of India 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

QUESTION PAPER PATTERN 
(A) Continuous Evaluation – 20 Marks 

Particulars Marks 

Class Test 10 

Assignment / Case Study 10 

Total 20 

 
(B) Semester End Examination – 30 Marks 

Duration: 1 Hour 

Question No. Description Total Marks 

Q1 Attempt Unit I 15 

 
A – Remembering 

 

 
B – Analysing 

 

 
C – Applying 

 

OR 

 
P – Remembering 15 

 
Q – Analysing 

 

 
R – Applying 

 

Q2 Attempt Unit II 15 

 
A – Remembering 

 

 
B – Analysing 

 

 
C – Applying 

 

OR 

 
P – Remembering 15 

 
Q – Analysing 

 

 
R – Applying 

 

 
 

 

 

 

 

 


